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volves receiving images of dishonored checks in a spe- 
TRANSMISSION OF CHECK IMAGES BY WAY OF rial node in a public switched telephone network and 
A PUBLIC SWITCHED TELEPHONE NETWORK routing those images through the network to a bank of 

first deposit. Rapid notification to a bank of first deposit 
TECHNICAL FIELD 5 that a check has been dishonored by a payor bank is 

This application relates to imaging. More specifically, thereby achieved in this example of the invention, 
this application relates to transporting images of checks m ™ nF< ™ TPTTn xT nT7 top r^p A WT ™ c 
between banking institutions and the like by way of a BRIEF DESCRIPTION OF THE DRAWINGS 
public switched telephone network. FIG. 1 is a schematic diagram of an example of a 

10 public switched telephone network in accordance with 



BACKGROUND 



this invention. 



Many commercial transactions involve payment for FIG. 2 is a more detailed diagram of specific exam- 
goods or services by way of a check. A check directs a pies of a public switched telephone network and a 
bank (the payor bank), with which one party (the check image processing node both shown generally in 
payor) has a checking account, to pay another party * 5 FIG. 1. 
(the payee) a specified sum of money from that check- 
ing account The payee then deposits the check in his or DETAILED DESCRIPTION 
her bank, which is usually referred to as the bank of first FIG. 1 shows an example of a system for transporting 
deposit (BOFD). The BOFD, which is usually not the images of checks through a public switched telephone 
payor bant then endorses the check, provisionally *> network. The image of a check is created in a sending 
credits the depositor's account with the amount of the institution and sent to a receiving institution by means 
check, and either deposits the check directiy with the of ^ public switched telephone network. Check im- 

SS^^t? T atS ^^^y ages may be handled in this manner to effectuate a 

payorbankthro^ghoneormorem check clearance procedure. 

^5ZS!SL ^Z'^ft °i ban ^ T ^ ^ of FIG. 1 comprises a public switched 

^SSf^X^hl^^^ T't ^ telephone network 10. The network 10 contains at least 

payor bank, it may be honored by the payor bank which ~i . , „ * . . , 

then debits the account of the payor in accordance with T ff* pr0cess ^ node 12 which provides 

the amount of the check. It rn^also be dish^oTeTby J^S^ ~~ ™ e ^ TfT ^ 

the payor bank in which case the check is returned to 30 ° f a T^J^^V* transnutt f d 

the BOFD either directly or indirectly through the ±e ne *" OTk }\ The node 12 processes the 

same or different intermediaries which were involved in check images and sends them to a receiving institution 

the transfer of the check from the BOFD to the payor 16 ; "o^S institution 14 is a subscriber to the 

bank. telecommunications services provided by the node 12. 

This process involves actual physical transfer of the 35 ^ receiving institution 16 may or may not be a sub- 
check from institution to institution in the path between server to the services of node 12. The sending institu- 
te BOFD and the payor bank. This is a costly labor tion 14 ^ receiving institution 16 may be banks or 
intensive process subject to a great deal of human error. other entities involved in a check clearing procedure. 
In addition to high cost and opportunities for error, FoT example, the sending institution 14 may be a payor 
there also is a significant time delay between the presen- 40 bank and the receiving institution may be a bank of first 
tation of a check at a BOFD and the arrival of that deposit which are involved in a processes of returning a 
check at a payor bank. There also is an additional time check dishonored by institution 14 to the institution 16. 
delay involved before a BOFD can get notification that Alternatively, the sending institution 14 may be a bank 
a payor bank has dishonored a check and is returning it °f first deposit which is in the process of forwarding 
to the BOFD. These time delays significantly enhance 45 checks to an institution 16 which is acting as a payor 
the financial risk to banking institutions involved in bank. One or both of institutions 14 and 16 may also be 
check clearance procedures. This is due to Federal any intermediary institution in the forward and reverse 
banking regulations which require that funds be made check clearance flows between a bank of first deposit 
available to the check depositor for withdrawal within and a payor bank. 

a short time after check deposit 50 The public switched telephone network 10 may be a 

^ttktm ab v telephone network provided by a local exchange carrier 

oUMMAKi such as one of the Regional Bell Operating Companies 

These problems associated with conventional check or it may be a telephone network provided by a long 

clearance procedures involving actual transfer of check distance carrier such as AT&T. Another example of a 

between institutions can be solved by an apparatus and 55 public switched telephone network 10 is the combined 

method involving transmitting images of checks be- network provided by a local exchange carrier and a 

tween those institutions. These images are transmitted long distance carrier. The network may be either elec- 

between institutions by way of a public telephone net- trically or optically based or may involve combinations 

work. of those two technologies. The network may be digital 

In one example of the invention, a public switched 60 or analog. Two examples of suitable digital networks 
telephone network contains a check clearance services are a packet network and a frame relay network, such as 
node which receives an image of a check from a first the existing packet and frame relay networks now pro- 
institution involved in check clearance. The node deter- vided by carriers such as AT&T, 
mines the destination of the check from the image itself The sending institution 14 possesses check imaging 
or from data stored in the node or data accompanying 65 equipment 18 which produces electrical or optical sig- 
the image. The node routes the image to another institu- nals representing the image of a check. The image may 
tion via the public switched telephone network. One comprise a sequence of signals each representing some 
particularly important example of the invention in- characteristic of a picture element, for example, each 
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signal may represent the intensity or color of light re- or the like in response to the image produced by equip- 
flected from a small region on the front or back surface ment 18. One alternative to the sending institution pro- 
of a check. The check imaging equipment may be any ducing data relating to the destination of the check 
device which can create suitable graphic image signals. image is to install character recognition equipment in 
For example, the imaging equipment may comprise 5 the check image processing node 12. The character 
systems which scan the front face, the back face or both recognition in the node 12 then can read the check 
the front and back faces of a check, as required, to image and determine its destination from certain char- 
create a series of intensity or color signals for each acteristics of the image such as the endorsements on the 
picture element making up the scanned surfaces of the check. 

check. The imaging equipment may be large mul- 10 FIG. 2 illustrates a detailed example of a check image 
tiworkstation systems available from companies such as processing node 12 like the one shown in FIG. 1. FIG. 
IBM, UNISYS, or NCR. Alternatively, in smaller 2 also shows a specific public switched telephone net- 
check clearing operations, the imaging equipment 18 work in which the node 12 is located. FIG. 2 is an 
may be personal computer based systems involving example of the invention involving a situation where a 
relatively simple video cameras and circuitry to digitize 15 payor bank 34, which is a subscriber to the services 
the signals from the camera. provided by the check image processing node 12, has 

The images produced by the equipment 18 are di- dishonored a check sent to it directly or indirectly by a 
rected to a network interface 20 which converts the bank of first deposit 36. An image of the front and back 
signals from the equipment 18 into signals suitable for faces of the dishonored check is generated by the payor 
transmission on the telephone network 10. The output 20 bank 34 and sent to a public switched telephone net- 
of the network interface 20 is connected to one or more work in the form of a frame relay network 38. The 
network access lines 22 in FIG. 1. The network access frame relay network 38 may be the frame relay network 
lines 22 may comprise any form of transmission line in the AT&T switched network. The image of the dis- 
suitable for carrying the expected volume of check honored check is sent through an appropriate path in 
image traffic between the sending institution 14 and the 25 the network 38 to the check image processing node 12. 
telephone network 10. For example, the network access The node 12 accepts the images transmitted over the 
lines 22 may comprise one or more digital transmission frame relay network 38 and uses specific subscriber data 
lines operating at speeds of about 2400 bits per second to to process check images and retransmit those images 
about 1.544 megabits per second or more. Connection through the network 38 to their final destination, 
to the network 10 may be by an ordinary dial up line or 30 The node 12 contains a frame relay assembler/disas- 
by a dedicated private line. sembler 40 which receives frames of digital information 

The signals received by the network on line 22 may representing check images sent by service subscribers to 
be transmitted through the network 10 via one or more the network 38. The assembler/disassembler 40 also 
trunks and one or more central offices to the check transmits frames of digital information representing 
image processing node 12 as represented schematically 35 check images to the network 38 after those images have 
by a dotted line 24. The check image processing node 12 been processed by the node 12. A node controller and 
then routes the received check image via one or more router 42 controls the routing of check images to their 
trunks and one or more central offices, as represented intended destinations, both in the controller and to their 
schematically by a dotted line 26, to a network access ultimate destinations outside the network 38. The node 
line 28 of suitable capacity which may be the same as or 40 12 also contains a subscription interface control 44 
different from the network access line 22. Check images which controls a network customer's access to the facil- 
are received in a network interface 30 in the receiving ities in the node 12. A customer profile and destination 
institution 16. The interface 30 transforms the signals database 46 contains information about subscribers to 
from the network 10 into a form suitable for use by the services provided by the node 12 and information 
check image processing equipment 32 located in the 45 about all potential recipients of images handled by the 
receiving institution 16. The check image processing node 12. A storage device 48, which may be an elec- 
equipment 32 may be similar to the imaging equipment tronic mailbox as shown in FIG. 2, stores at least tempo 
18 located in the sending institution 14. The equipment rarily some or all of check images received by the node 
32 may also be facsimile equipment, character recogni- 12. A signal converter 50 contains information used by 
tion equipment, e-mail systems, or any other image 50 the node 12 to convert images in a format used by the 
processing equipment by which the images received sending institutions into a format understandable by the 
may be displayed or used by the receiving institution. receiving institution. A work center interface 52 is con- 
As described in more detail below in connection with nected to a work center 54. The interface 52 is involved 
the description of a specific example of the invention with updating customer profiles, handling billing infor- 
shown in FIG. 2, the processing node 12 receives check 55 mation, and accomplishing operations, adrninistration, 
images and performs certain processing procedures on and maintenance functions. A local area network 56 
those images, including at least temporary storage of connects the subsystems of the node 12 described 
the received check images. One of the procedures per- above. 

formed on check images is to route them to a desired The frame relay assembler/disassembler 40 controls 
destination. The appropriate destination may be deter- 60 incoming and outgoing frames of digital information 
mined by the node 12 in a variety of ways. One example representing the images of the checks received in the 
involves the sending institution 14 including destination node 12. When a check arrives at the node 12, the as- 
identifying data along with the image. That data then sembler/disassembler 40 will assemble the frames mak- 
can be read by the node 12 to appropriately route the ing up the image of the check. For example, there may 
check image to its destination. The destination identify- 65 be approximately 391 frames per check image, depend- 
ing data may be manually entered by an operator at the ing on the size and information content of the check. In 
time the image is generated in institution 14. The data addition to assembly of the frames making up check 
may also be entered by character recognition equipment images, error detection and recovery operations may 
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also be performed. The image of the check will then be 
passed to the node controller and router 42. The assem- 
bler/disassembler 40 may read certain overhead infor- 
mation accompanying the images, including frame relay 
flags, identifiers, address bits, indicators, and other 
overhead information. When check images leave the 
node 12 to go to their final destinations, the assembler/- 
disassembler builds the frames making up each check 
image for transmission through appropriate portions of 
the frame relay network 38. The assembler/disassem- 
bler 40 may set flags, identifiers, indicators, and address 
bits under the control of the node controller and router 
42. 

The node controller and router 42 provides interfaces 
to systems external to the node 12. It is connected to all 
the other subsystems in the node 12 by way of the local 
area network 56. The controller 42 provides access to 
the database 46 and directs check images to appropriate 
subsystems in the node 12 connected to the local area 
network 56. The controller 42 also routes the check 20 
images from the node 12 to their ultimate destinations 
by way of the assembler/disassembler 40 and the frame 
relay network 38. The controller 42 may read some data 
accompanying check images, for example, it may iden- 
tify that TCP/IP protocol information accompanying 25 
those images. That information may instruct the node 
12 about the identity of the sending institution and the 
intended receiving institution. That information may 
also identify the disposition of the check, for example, it 
may indicate that the check is a return check dishon- 
ored by a payor bank. The controller 42 may signal the 
subscription interface controller 44 to extract data from 
the customer profile and destination database 46 which 
controls the processing performed on the check by the 



necessary. It will check these against a customer profile 
and allow access to the node when they are correct. 
The control 44 checks a profile of a destination bank 
stored in the database 46 to determine how the check 
5 should be processed and stored. This information is 
transmitted to the node controller and router 42. The 
interface controller 44 controls all additions, deletions, 
and changes to the customer data in the database 46. 
The database 46 contains two types of data, data 
10 relating to subscribers to the services of node 12 and 
data relating to banks and other potential destinations 
which do not subscribe to the services of the node 12. 
Examples of data which will be stored for each sub- 
scriber may include: 

1. A personal identification number (PIN); 

2. A subscriber's destination address which may be 
similar to those used in electronic funds transfer; 

3. Information relating to protocols used by the 
equipment of the subscriber which creates the 
check images and information relating to any com- 
pression algorithms used by that equipment for 
transmitting images over the network; 

4. Requirements of the subscriber regarding the stor- 
age of check images in the node; 

5. Information about the times at which check images 
should be transmitted to the subscriber; 

6. Default destinations to be used in the event that 
equipment on the subscribers premises should fail; 
and 

7. Levels of subscriber service. 
Data for nonsubscribers, for example, nonsubscription 
destination banks, are required because subscribers may 
wish to route check images to such non-subscribers. 
Data requirements for such entities may differ from 



30 



node 12. The controller 42 may receive instructions 35 those of siAscribers. For example, non-subscribers may 



from the work center 54 through the interface 52 to 
control changes made to the information in the database 
46. These changes may include the addition or changes 
to personal identification numbers or bank related data. 



not have frame relay customer premises equipment, 
equipment to reconstruct the check images, or encryp- 
tion devices to properly accept encrypted data. Check 
images may have to travel to such entities over normal 



The controller 42 may monitor, filter, and collect vari- 40 switched access lines or a hard copy must be created to 



ous alarms and signals from the subsystems connected 
to the local area network 56 to notify the work center 
54 about various conditions in the node 12. High reli- 
ability may be achieved by the provision of various fault 
tolerant features in the node 12, for example, by the 45 
provision of appropriate backup equipment used when 
equipment in the node fails. The controller 42 accumu- 
lates certain statistics needed to prepare bills for tele- 
phone network users. For example, the controller 42 
may count checks, keep track of functions performed 50 
by the node 12 (Le., numbers of conversions, storage 
amounts, etc.) and the origins and destinations of the 
check images for billing purposes. This information is 
transmitted to a billing interface shown in the work 
center interface 52. The controller 42 may also be con- 
figured to handle information encrypted by sending 
institutions to provide security for the images trans- 
ported by the network 38. The controller 42 may have 
its own encryption and decryption equipment to pro- 
vide a secure environment in the node 12. 

The subscription interface control 44 links the node 
12 to a subscriber of the services provided by node 12. 
In addition to controlling a subscriber's access to the 
node 12, it controls the sending of information from the 



be physically sent to such entities. Data for non-subscri- 
bers may include: 

1. A destination address similar to those used in elec- 
tronic funds transfer, 

2. A delivery code indicating the method of check 
delivery to be used, for example, a delivery code 
indicating whether frame relay or imaging equip- 
ment is available; 

3. A fax number if delivery of check images is to be 
made by facsimile or a mailing address if delivery is 
to be made by post; 

4. Storage requirements; 

5. The time of day at which checks should be trans- 
mitted; and 

6. A default destination in the event of a failure in the 
destination's premises equipment. 

The storage device 48 may be a rewritable mass stor- 
age device which can at least temporarily store or ar- 
chive compressed or uncompressed check images prior 
60 to transmission to their destinations. The storage means 
may be an optical disk drive or a magnetic disk drive 
depending on the needed file size and required access 
speed. A subscriber's check images will be stored in the 
storage device 48 if the subscriber elects this option. 



55 



database 46 about the customer and the disposition and 65 The customer will also specify a time-to-transmit 



process requirements for each check to the controller 
42. The control 44 may receive a login personal identifi- 
cation number and other security identifiers deemed 



threshold which is stored in the customer profile and 
destination database 46. This allows the customer to 
receive check images at convenient times of the day 
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rather than sporadically. The customer may also elect In summary, this application describes a network 
to temporarily store check images during emergencies based check clearing service which handles the routing, 
such as during a failure of the customer's premises sorting, delivery, and storage of interbank check images 
equipment. The customer may also elect alternate deliv- to effectuate a check clearing procedure. The described 
ery methods, such as facsimile or mail, when the cus- 5 method of clearing a check utilizing a public switched 
tourer's premises equipment fails. In addition to tempo- telephone network and images of checks may com- 
rary storage of check images, the storage mechanism 48 pletely replace conventional check clearance proce- 
may be configured to provide long term archiving of dures involving the physical transfer of checks between 
check images if elected by the customer. In one example institutions. The described method may also be used in 
of the invention, check images may be stored in the 10 conjunction with actual physical transfer of checks to 
storage device 48 for a period of time sufficient to allow act ^ spe edy notification of the flow of actual checks 
the item to clear normally. In all cases, the treatment of through the clearance system. Use of the described 
the check image by node 10 may be indicated in a cus- apparatus and method of clearing checks will have 
tomer profile stored in database 46, as described above. significant benefits for users. The entire notification 
Since there are no universally adopted standards 15 prc<^ wm be speeded up. Tliemformation available to 
regarding imaging formats and compression standards, or bankSj banks of fi^ deposit, and intermediaries 
the node 12 contains a signal converter 50 which con- ^ be ^p^ed. The risks to the institutions will be 
verts signals received by the node 12 m one format used reduced ^ ^ costs ofprocessing chec ks will be low- 
by a sender intc > another format usable by a recipient ered Banks of ^ ^be able to improve 
The converter 50 uses mfonnation stored in the data- 20 customer by £ increased timeliness with 
"i^^ » * * snored checks, 
the database 46 to the signal converter 50 by the node - A , ,.' , , . , . . , 
controller 42. The converter 50 may contain multi-ven- \ * P» bhc sw ? ch f d * le P hone 
dor image format and compression processors which 25 at leas ! 0ne clearance services node which 
can uncompress and reconstruct images from one imag- receives ™ ""f <£ a check from a cle ^" 
ing system to another. 6 ance service subscriber connected to the network 

The work center interface 52 provides external inter- ■** routes to a reci P ient connected to 

faces to the work center 54. The contents of the data- network J 

base 46 may be changed or updated through a sub- 30 a device for storing a plurahty of check un- 

scriber interface in the interface 52. Service orders may received by the node; 

be placed to accomplish this process. Certain aspects of a staining information relating to each of 

a billing record may be produced by the node 12. For ^ subscribers to the services provided by the 

example, information about the number of checks pro- node and information about potential recipients of 

cessed, converted, stored, and transmitted will be main- 35 check from tne node i 

tained by the node controller 42. A billing interface in a node coatroller which is responsive to information 

the interface 52 will periodically poll the node control- contained in the database for storing check images 

ler 42 for this information and will transmit this infor- m storage device and routing check images to 

mation to an appropriate downstream billing center. An recipients through the public switched telephone 

operations, administration, and maintenance interface in 40 network. 

the interface 52 will send all alarms, status checks, and 2 - 1116 apparatus of claim 1, in which the public 

reports of certain events to the work center 54. switched telephone network comprises a public 

In the example of the invention shown in FIG. 2, the switched telephone network provided by a local ex- 

payor bank 34 creates an image of each check it has change carrier. 

dishonored. The image comprises a plurality of frames 45 3. The apparatus of claim 1, in which the public 

of digital information. The frames are sent to the node switched telephone network comprises a long distance 

12 in the frame relay network 38 and are assembled in public switched telephone network, 

the assembler/disassembler 40. The node controller and 4. The apparatus of claim 1, in which the public 

router 42 then may send the image to the storage device switched telephone network comprises a long distance 

48 and afterward read the image out of the storage 50 public switched telephone network accessed by way of 

device 48 and route it through the assembler/disassem- a public switched telephone network provided by a 

bier 40 and portions of the network 38 to a bank of first local exchange carrier. 

deposit 36 to notify that bank that the check has been 5. The apparatus of claim 1, in which the public 

dishonored. The behavior of the controller 42 in direct- switched telephone network is a packet network, 

ing the check image to the storage device 48 and rout- 55 6. The apparatus of claim 1, in which the public 

ing the image to its destination may be controlled by switched network is a frame relay network, 

data accompanying the check image, data derived from 7. The apparatus of claim 1, in which the public 

the image, or data about the subscriber and the intended switched network is a circuit switched network, 

destination stored in the database 46. Although FIG. 2 8. The apparatus of claim 1, in which the subscriber is 

has been described as a situation involving the return of 60 connected to the public switched telephone network by 

dishonored check images from a payor bank to a bank way of a dial up connection. 

of first deposit, the principles embodied in the circuitry 9. The apparatus of claim 1, in which the subscriber is 

shown in FIG. 2 may readily be applied to any situation connected to the public switched telephone network by 

requiring a transfer of a check image from one institu- a dedicated private connection, 

tion to another institution in the course of carrying out 65 10. The apparatus of claims 1, in which the subscriber 

a check clearance procedure, including transferring is connected to the public switched telephone network 

check images in a forward flow path from a bank of first by way of a digital connection operating at a bit rate of 

deposit to a payor bank. 2400 bits per second to about 1.544 megabits per second. 
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11. The apparatus of claim 1, in which the node com- 
prises: 

a means for storing information relating to customer 
profiles and destinations of check images. 

12. The apparatus of claim 11, in which the node 5 
further comprises: 

a means for storing images of checks for predeter- 
mined time periods. 

13. The apparatus of claim 12, in which the node 10 
further comprises: 

a means for controlling access to information in the 
storing means. 

14. The apparatus of claim 1, in which the node com- 
prises: 15 



a means for convening signals produced by the sub- 
scriber in a first format to signals for the recipient 
in a second format 

15. The apparatus of claim 14, in which the conven- 
ing means comprises: 

a means for convening signals produced by the sub- 
scriber in accordance with a first encryption algo- 
rithm to signals encrypted in accordance with a 
second encryption algorithm for the recipient 

16. The apparatus of claim 1, in which the node com- 
prises a node controller for controlling the operation of 
the node and for routing received check images to in- 
tended destinations in the node and in the public 
switched telephone network. 
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